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Commonwealth Malil Security
Guide

Avallable on the SMS website

A resource for state agencies to provide
guidance regarding potential threats in the
mail stream

The Guide Covers:

— Suspicious Mail

— Biologically Hazardous Materials

— Mail Bombs

— Mail Center Security

First chapter is geared towards state
employees

Second chapter provides information for
agency mail centers



Chapter One

« What iIs suspicious mail

e What to do if you receive suspicious
maill

* Preventive measures for anthrax

and other biologically hazardous
materials

e Mail bomb prevention

e What to do iIf you are suspicious of a
mail bomb



Chapter Two

e Malil Center Security Plan
e Conducting a Risk Assessment
 Testing and Training

Quick Reference Resources

e Suspicious Mail Poster

e Emergency Contact Sheet
At the end of the Guide and apply to everyone



Potential Areas for Cost
Savings
 Well prepared mail (bulk, presort,

state contracts)

e Proper use of services (in state
should not be sent express)

e Proper sortation of mail ( if placed
INn wrong area it may come back)
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SHAPING
A MORE

EFFICIENT
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Shaping a More Efficient Future
Effective May 14, 2007
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First-Class Mail
Strategy

= Shape-based pricing schedules

— Letters
— Flats
— Parcels

2-ounce letter 2-ounce flat 2-ounce parcel

63¢ 63¢ 63¢
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EFFICIENT
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First-Class Mall
Strategy

= Shape-based pricing schedules
— Letters

— Flats
— Parcels ‘
2-ounce letter 2-ounce flat 2-ounce parcel

63¢ >58¢ 63¢ »97¢ 63¢ » $1.30
= De-emphasize weight
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First-Class Mail
Significant Changes

= Forever Stamp
— Convenient
— 1-ounce single-piece price
— Good forever

= Single-piece 39¢ »41¢

= Postcards 24¢ » 26¢
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First-Class Mail
Significant Changes

= Additional ounce 24¢ »17¢

— Letters over 1 ounce go down
— Flats over 6 ounces go down

= Similar pattern for workshare

— Automation letters 23.7¢ »12.5¢

— Presorted letters, flats, and
parcels 23.7¢ »17¢
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First-Class Mail
Significant Changes

= Discontinue heavy piece discount
= Discontinue carrier route rates
= New Presorted Parcel category

Presorted Parcels rate tiers

5-digit 3-digit ADC




Significant Changes

Presorted Letters H /'/"/./I

Machinable rate tiers [
Current Effective May 14, 2007

3/5 Basic AADC | Mixed AADC

Nonmachinable rate tiers
Current Effective May 14, 2007

3/5 Basic b-digit | 3-digit | ADC | Mixed ADC




4=

UNITED STATES

POSTAL SERVICE »
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EFFICIENT
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First-Class Mall
Examples
Letters Parcels
Weight Current |5/14/2007 | | Weight Current | 5/14/2007
1 ounce 39¢ 41¢ 1 ounce 52¢ $1.13
2 ounce 63¢ 58¢ 7 ounce $1.83 $2.15
3 ounce 87¢ 75¢ 13 ounce $3.27 $3.17
Weight | Current | 5/14/2007 |
1 ounce 52¢ 80¢
7 ounce $1.83 $1.82
13 ounce X $2.84
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First-Class Mall
Examples

Current | Effective . Price with
Item Price | 5/14/2007 | OPPoOrtunity | . i cation

6 oz. parcel | $1.59 | $1 % g:::ffigi"e $%
+ 39¢ + 60
K/R/econfigure

2 oz. flat $0.63 | $0.97

f s a letter
+ 34¢
N

$0.58
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Standard Mail
Strategy

= Align pricing with operations
= Expand shape-based pricing
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Significant Changes

Increase drop ship incentives

Create distinct prices for
parcels

Add “Not Flat-machinable”

category |
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Standard Mail

Significant Changes

Nonautomation Letters [ /'/"/./I
Machinable rate tiers [ [

Current Effective May 14, 2007
3/5 | Basic AADC | Mixed AADC

Nonmachinable rate tiers
Current Effective May 14, 2007

3/5 Basic b-digit | 3-digit | ADC | Mixed ADC

= Nonmachinable surcharge factored into prices
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SignificantChanges ||
Flats
A
Automation rate tiers
Current Effective May 14, 2007

3/5 Basic 5-digit/scheme | 3-digit/scheme | ADC | Mixed ADC

Nonautomation rate tiers
Current Effective May 14, 2007

3/5 Basic 5-digit 3-digit ADC Mixed ADC
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EFFICIENT
g FUTURE
Standard Mail
Significant Changes
Parcels
Machinable rate tiers
Current Effective May 14, 2007
3/5 Basic 5-digit BMC Mixed BMC

Nonmachinable rate tiers
Current Effective May 14, 2007

3/5 Basic 5-digit 3-digit ADC Mixed ADC
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Standard Mail

Significant Changes
Not-Flat Machinable

Effective May 14, 2007

5-digit | 3-digit | ADC | Mixed ADC
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Special Services

Examples
One Code ACS fees Current 5E/f1f:/;t(i)\(l)?/
Automated First-Class Mail (letters only)

First two notices, each N/A O¢

Additional notices, each N/A oS¢
Automated Standard Mall (letters only)

First two notices, each N/A 2¢

Additional notices, each N/A 15¢
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Special Services

Examples
ACS fees Current :I:f:/;t(i)\(l;;
Electronic ACS notifications (First-Class Mail) 21¢ 6¢
Electronic ACS notifications (other classes) 21¢ 25¢
Manual (paper) notifications (all classes) 75¢ 50¢
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Special Services

Examples
tem Current | 142007
Certified Mail $2.40 $2.65
Express Mail Insurance ($100 to $200) $1.05 75¢
Return Receipt (paper copy) $1.85 $2.15
Return Receipt (electronic) $1.35 85¢
Permit imprint and annual mailing fees $160 $175
Annual accounting fee $500 $550




UNITED STATES
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All Rates & Fees

= USPS.com/ratecase



Kevin Smith

Pithey Bowes Regional
Account Manager






Proposed Rates For 2007

First-Class Mall

Shape-based pricing schedules
Letters Flats Parcels
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2-ounce letter 2-ounce flat 2-ounce parcel
Now May 2007 Now May 2007 Now May 2007

63¢ >58¢ | |[63¢ »80¢| [63¢ »>$1.13

De-Emphasize Weight



Proposed Rates For 2007

» 2007 brings substantial rate structure changes and postage rate increases
» Postage will no longer be based solely on weight!

— Postage will be determined by weight and shape

— This i1s more work for the operators and takes longer

1st Class Rates Present Vs Proposed

Present

Cost Ounces Letters Flats Parcels
$ 0.39 1 $ 041 = ?
$ 0.63 2 $ 0.58 $0.80 $ 1.13
$ 0.87 3 $ 075 $0.97 $ 1.30
$ 1.11 4 $ 0.92 $1.14 $ 1.47
$ 1.35 5 $1.31 $ 1.64
$ 1.59 6 $1.48 $ 1.81
$ 1.83 7 $165 $ 1.98
$ 2.07 8 $1.82 $ 2.15
$ 2.31 o $1.99 $ 2.32
$ 2.55 10 $2.16 $ 2.49
$ 2.79 11 $2.33 $ 2.66
$ 3.03 12 $2.50 $ 2.83
$ 3.27 13 $267 $ 3.00
$ 4.05 Priority $ 460 $460 $ 4.60

Heaviest Letter will be 3.5 Ounces. Then it becomes a flat.
Thickest Letter will be 1/4" thick. Then it becomes a Flat
Aspect Ratio Size will Determine Letters to Flats




SHAPE BASED PRICING VS. THE CURRENT RATE STRUCTURE

Under the current structure, the cost of sending a first-class mail is determined by weight. Under the Shaped Based
Pricing, the cost will be calculated using the weight, the size and thickness, falling into 3 different categories that are
outlined below.

Current Rates May 2007 Rates

How much does your item weigh? Classify your mail by weight, size, and thickness

{If over 1 0z.) Does the item weigh ,(H
. | lessthan 3V: cunces? .
. Is the item Does the item
@= smaller than —@ @*— weigh less than
1 61/8"x 11 w»"? l l 13 ounces?
Is the item smaller
7 than 13" x 15"%
Is the item less
T than 3a™ thick?

Is the item less
than 1&" thick?

L
First-Class Letter, : . j
Flat or Parcel Aadaa



http://www.modularmailing.com/news/2007_usps_rate_increase

Shape Based Rating
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With this new rating structure, a letter-size piece is considered nonmachinable and would
be subject to the rates for flats if it has any of the following characteristics, reqardless of

weight:

Because postage will be determined by shape, it is called Shape Based Rating

*  Weighs more than 3.5 ounces

 An aspect ratio (length divided by height) of less than 1.3 or more than 2.5

* Measures > 4-1/4” high, or 6” long, and thickness is less than 0.009”

* Pieces which are rigid or contain odd-shaped contents

+ Is polybagged, polywrapped, or enclosed in any plastic material

+ Clasps, strings, buttons, or similar closure devices

« Self-mailer w/ folded edge perpendicular to the address and is not folded and secured
 Booklet w/ bound edge along top of piece or along shorter dimension and not secured
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If Your Company Send 500 Letters A Day...

Save Time & Money

with the new

Weigh-on-the-Way Feature




Art Leonard
PSI1 Mailing Solution



Dave Powell

UPS Mailing Innovations
Regional Account Manager



UPS Mail Innovationss®

Big Savings for the
Commonwealth

March 22, 2007




Domestic Postal Work-Share Programs
How do we do it?

UPS Mail Innovations partners with the U.S. Postal Service to reduce handling
of your qualified mail and to accelerate time in transit

* Pick-Up

How the partnership works * Process UPS Mail Innovations’
* Transport ‘ )
: UNITED STATES
- Delivery » B FOSTAL SERVICE.

Seattle

Our delivery service
EiERS ‘ commitment is equivalent to

Salt Lake City Hartford
Columbus .
l . Kansas Cit, ‘[ Long Island FII'St-C|aSS® pll.IS 0ne day.
Paulsboro

UPS Mail Innovations’ twelve
site network is designed to
process and transport mail to its
point of induction within 24 to 48
hours of pick-up.

Ontarlo

Greenville '
Austin k‘m

Orlando

UPS Mail InnovationssM™
Regional Processing

Facility

UPS Mail InnovationsSM




Expedited Work-Share Programs

How do we do it?

Customer -

UPS Mail Innovations Expedited Method

Local Post Office |

Ragicnal Parcel Facility {SCF)

Criginal BMC

Crastination BRAC
Local Postal Entry

Drastination SCF

Zone-Skipping
Delivery Post Office (DDLU
Expedited Mail Services Network
X LONG ISLAND
SALT LAKE CITY L]
° COLUMBUS
L PAULSBORO, NJ
ONTARIO - g
° { ~ GREENVILLE
AUSTIN
° 5

® o ey

A ]
" ORLANDO

£

Through work-share programs, UPS Mail
Innovations partners with the U.S. Postal
Service to reduce handling of your qualified
mail and to accelerate time in transit.

How the partnership works

Pick-Up

Process UPS Mail Innovations®
Transport

Delivery B FOSTAL SERVICE.

Residence

Our delivery service
commitment is equivalent to
First-Class® plus one day.

= UPS Mail Innovations’ nine site
network is designed to process and
transport mail to its point of induction
within 24 to 48 hours of pick-up.



Service Applications

Mailing communications is a vital component of growing your business

Transaction

Annual Reports
Diplomas
Guidebooks
Membership Info
Pricing Sheets
Product Slicks
Proxies

Reports
Welcome Packets

Solicitation

Advertisements
Brochures

Catalogs

CDs

Direct Mail Promotions
Diskettes

Posters

Product Samples

Information

Booklets

Computer Printouts
Contact Listings
Directories
Handbooks
Information Kits
Schedules
Technical Guides

Fulfillment

Books

Film

Videos

DVDs

CDs

Jewelry
Merchandise
Replacement Parts

UPS Mail InnovationsSM




Qualified Domestic and International Mail

Flat Mail

Weight: 3 ounces — 15.99 ounces (wrapped, unwrapped, sleeved or

enveloped and exceeds at least one of the following minimums:

Minimum
Height: 6 %"
Length: 11 %"
Thickness: 4"

APS COMPATIBLE FLATS ACCEPTANCE

Maximum
Height: 12”
Length: 15”
Thickness: 34"

Minimum
Height: 5”
Length: 5”
Thickness: 0.02”

Maximum
Height: 10”
Length: 14 V4"
Thickness: 34"

Examples: Advertisements ¢

Booklets ¢ Brochures * Catalogs ¢
Information Kits ¢« Guidebooks ¢
Membership Materials ¢ Pricing Sheets

Questionnaires * Reports * Schedules « Welcome Packets

Bound Printed Matter

Weight: 16 ounces — 15 pounds. Generic in content, wrapped, unwrapped,
sleeved or enveloped and exceeds at least one of the following minimum:

FLATS

Minimum Maximum
Height: 6 %" Height: 127
Length: 11 %%” Length: 15”

Thickness: 4"

MACHINABLE PARCEL
Minimum

Height: 3”

Length: 6”

Thickness: 4"

Thickness: %"

Maximum
Height 17”
Length: 34”
Thickness: 17”

Examples: Annual Reports ¢ Catalogues « Computer Printouts ¢ Directories *
Handbooks ¢ Information Kits « Technical Guides * Telephone Directories

.
------------------------------------------------------------------------------------------------------------ e A A A AR A A AN AR AR AN AN AN AR AN AN ESAEEAREARNEAEEAESAEESEEAREEAEEEESEEEEEEEREE

Lightweight Product

Weight: 3 ounces — 15.99 ounces
Small Packages that do not meet
the dimensional criteria of

Ky

Machinable parcels: (

O

* Rolls or tubes up to 26”
in length and merchandise
samples not individually addressed

* Unwrapped, Paper — wrapped or sleeve-wrapped articles
« Articles enclosed in envelopes that are not letter-sized,

flat-sized or machinable

Examples: CDs * Diplomas * Direct Mail Promotions «
Diskettes * Posters * Product Samples * Apparel

UPS Mail InnovationsSM

Media Mail

Weight: non; subject to 1 Ib. minimum rate.
Maximum weight: 70 Ibs.

Dimensions: no more that 108 inches in
combined length and girth

Media Mail includes specific types of

Package Services matter that meets additiona.
eligibility standards for single-piece and presorted
rates. Advertising restrictions apply.

Examples: Books (at least eight pages) * Film (16mm or narrower) ¢
Printed Music ¢ Printed Educational Charts * Loose-leaf Pages *
Binders (consisting of medical information) « Computer-readable media




Additional Qualified International Mail

Postcard
Regular cardstock
mail piece not
contained in an
envelope

Minimum Maximum
Height: 3 75" Height: 4 V4"
Length: 57 Length: 6”

Thickness:0.007 Thickness: 0.0016

UPS Mail InnovationsSM

Letter

Small rectangular

mail piece

Minimum Maximum
Height: 3 1%” Height: 6 16"
Length: 57 Length: 11 %"

Thickness: No thicker than %4”

: Package
i A three-dimensional
i mail piece contained

in a box, thick
envelope or tube

Maximum
Length and girth*: 130"
Weight: 70lbs

* Distance around the
thickest part of the package



Automated Processing Systems

UPS Mail Innovations is the only postal expeditor operating a total of
22 Automated Processing Systems (APS) nationwide, designed
specifically to streamline postal automation requirements

What does this mean for our customers?
 Greater efficiencies in expedited mail processing and sorting
* Increased acceptance of mail piece size and design
* Enhanced address verification services
» Custom value-added offerings
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UPS Mail Innovations Shipping Control Form Guide
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Postage Indicia — Domestic

November 10, 2004 US Poslage Paid |
uPsS-Mi
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T
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ITima Sensilive Material }

[ US Postage Paid

November 10, 2004 UPS Mall innovations |
PRSRT STD AUTO

Time Sensitive Materlal F @
8 1 -002

TRK# 010331110040000004 Dest. ZIP: 91108

Hidon |"|||"" !i'liljl'-l_ g airminmi Al

BOUND PRINTED
MATTER

UPS Mail InnovationsSM

Dated Mailed
Date on which postage is paid, preparation is verified, and mail is
inducted into the Postal Service

Indicia
Denotes postage payment, used in place of meter or postage stamp

Mail Class
The classification of domestic mail according to the content and
service category

Destination Zip Code
Zip code of delivery address

Sort Code
Alpha/numeric scheme used for inhouse mail sortation and
preparation to destination USPS facilities

Endorsement
An authorized marking on a mail piece that shows handling
instructions, a special service, or a request for an ancillary service

Unique Mail Identification Number
The ID number required for reconciling individual pieces to a manifest
to ensure postage is calculated and all pieces are traceable




Flat Mail

Weight: 3 Ounces — 15.99 Ounces

Description: Wrapped, unwrapped, sleeved
or enveloped and exceeds at least one of the
following minimums:

Minimum Maximum
Height: 6 74’ Height: 12”
Length: 11 %" Length: 15"

Thickness: V4’ Thickness: 34"

APS COMPATIBLE FLATS ACCEPTANCE
Examples: Advertisements ° Minimum Maximum
Booklets ¢ Brochures  Catalogs Height: 5” Height: 10”
Information Kits « Guidebooks Length: 5” Length: 14.4"
Membership Materials ¢ Pricing Sheets Thickness: 0.02” Thickness: %4
* Questionnaires * Reports
Schedules « Welcome Packets

UPS Mail InnovationsSM




Lightweight Product

Weight: 3 Ounces —15.99 Ounces

Description: Small Packages that do not

@ meet the dimensional criteria of parcels that
can be processed by parcel sorters
( () = Rolls or tubes up to 26” in length and
merchandise samples not individually
addressed
Lightweight Product * Unwrapped, paper-wrapped or sleeve-

wrapped articles

* Articles enclosed in envelopes
Examples: CDs ¢ Diplomas ¢ Direct that are not letter-sized, flat-mail
Mail Promotions ¢ Diskettes * Posters e or machinable

Product Samples

UPS Mail InnovationsSM



Bound Printed Matter

Weight: 16 ounces —15 pounds

Description: Generic in content, wrapped,
unwrapped, sleeved or enveloped and
exceeds at least one of the following
minimums:

Minimum Maximum
Height: 6 7&™ Height: 12"
Bound Printed Matter Height: 3" Height: 17"
Length: 11 %" Length: 15"
Examples: Annual Reports * Length: 6" Length: 34"
Booklets + Catalogues « Computer Thickness: %"  Thickness: %"
Printouts « Directories « Handbooks _ _ )
Thickness: 72" Thickness: 17

Information Kits ¢« Technical Guides

Telephone Directories

UPS Mail InnovationsSM



Mike Kifer

UPS Government
Accounts Parcels



Express Delivery Service 91026-60VAPP
United Parcel Service (UPS)




Contract Overview

Term:

» This is a three-year contract through Nov. 1, 2008 with 3 additional 1 year
renewal periods thereafter.

Eligible users:

» State Agencies (mandatory usage per award), Institution of Higher
Educations, Public Bodies, Community Service Boards and other
entities authorized by the Code of Virginia

Services Offered:
»Domestic and International Package Delivery
» Domestic and International UPS Mail Innovations

UPS Mail InnovationsSM




Key Benefits

Cost Savings:

»FIXED Domestic Ground and Air rates. International
service with very attractive discounts.

»NO Fuel Surcharges
> Daily Pickup available for only $7 weekly

> Rates apply to Freight Collect and 3 Party billing
options

UPS Mail InnovationsSM




Key Benefits

Shipping and Billing Technology:
»UPS Worldship Software and Hardware provided at no charge
» Internet shipping at ups.com
»UPS CampusShip

Cost Management:

»Track cost by reference/cost center
» UPS Billing Center (ups.com)
» UPS Billing Data/Billing Data Tool

UPS Mail InnovationsSM




UPS Worldship

ips UPS Worldship® — =] =]
File Edit Activities Tools UPS‘Web Access UPS Online Connect  Window  Help

I_l&_ ek, A2 @l R | SE.. @ My < A | =
Shipping L=g Create  UPScom Trmcking  Book UFs Unes

oF
Vaid Cray

Fepemt Help
Ship To I Ship mel Diztribution I Service I Dptionsl Detail I Fleferenc:el
Customer |0 V¥ Update Address Book _
I I Residential Address - Shiprent - Package
Company or Mame: UPS Service: Fackage Type:
I j INe:-ct Dray A LI IF'ac:kage LI
Attention: .
= [ Saturday Deliven
= Declared Yalue: $ I
I Guaranteed Tinne:
Street:
I Billing Opticn: Fieference Mumber 1:
Boom/Floor/Addreszz 2: Department/Address 3: IF'repaid LI I (Printed on Label]
| | [ Bill ta Third Party
Ref MNumber 2:
Country: Fostal/ZIF Code & I CIEIZTES [F IS 2
IUnited States LI I -
LClity: State/Frowv: [Frinted on Label]
I LI —Weight [pounds]——— — Shipment Cost
T elephone: E-mail Address: Package: S hiprnent:
i1 - 11 | |7 0.0 $0 00
UPS Account Number: Tax ID Mumber: =
I I I~ | Electronic Scale Sctivated

Shipper: Fraofile: | Pro M I 4 II_I > I M || wNEW || i”r'oct'_'_-'as;
w164 UPS Standard Shipment
! =l andad =] Add [T Pkgs | Delete Pkg "Fig

16 of 24 - Clipboard
Item not Collected: Delete
items ko increase available
Wer: &.0.14 [0FY [Pending: 0 Shpr SPace

UPS Mail InnovationsSM




UPS Billing Center

ng Center Demo - Microsoft Internet Explorer provi

Eil= Edit Wigw Favorites Tools Help

2 Billing Center _

» Introduction Invoice Summary
>

>

Reqgister . . . . . e . .
i This page lists all charges included in this specific invoice surmmarized by ©Outbound, Inbound and
Billing Center FAQS other charges. For further details of a specific charge, select the corresponding header.

> Dermonstration 2 of 8 To pay an invoice, select the "Pay" button.
Back MNext

Invoice Summary

Invoice Date: oct 23, 2004
Invoice Number: LT}
UPS Account Number: 11

Billing Address:
ANY CORFORATION
1224 SOME STREET
ANV TOWMMN, MY 111114

Adjustments Applied: $0.00
Amount Due This Period: $971.68

Inwv e Summary

To view the details of specific charges, select from the list below.

Charge Description Amount
Outbound

UPS OnLine worldShip $729.77
worldwide Service $1G2.04

Adjustments & Other Charges

Aaddress Corrections $0.00
Packages Delivered but not Previously Billed $5.94 E) ECTEENE
UPS Cnline WorldShip $0.00 LitoSd LIS o
CLICK
UPS OnLine worldShip $3.45 HERE
Shipping Charge Corrections $4,38 =
]
Amount Due This Period $921.68 +

TR e * [ 17 of 24 - Clipboard
Item not Collecked: Delete
items to increase available

|@ Done I_’_E (of space

UPS Mail InnovationsSM




Dedicated Support

State UPS Support:

> Please contact Patty Fallin at 1-804-261-3590 or 1-888-461-5046 for
information or to set up a small package UPS account under contract

» Set up on Internet Shipping
» General Questions

» Purchasing card set up for UPS billing

EVA:
» Contract is exempt from EVA

» Award documents can be viewed by accessing the main EVA
webpage, select "State Contracts", key "Express Delivery" in the
description field to search for the contract.
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<2} ¥irginia State Contracts - Microsoft Internet Explorer provided by United Parcel Service

Eil= Edit Wigw

Favorites

Tools Help

4= Back = =5 - @ oy | @Search [#e] Favarites @Media ®| %v =]

Address IEJ htep:jfdps.das. virginia. govfDP S/ contracksycontrackpathe, asp? Contr ackMumber=91026%%2DE0VAPF 6>GU Links **

Virginia's Total e-Procurement Solution - Contracts

Contract Files

Return to Contracts
Document
AW ARD
uPps RATES
MI Rates
Qualifying Mail Flyer

Quote Omnisort 3

International Express Delivery Services Rates

Contract Number
91026-60vVAPP
91026-60VAPP
91026-60YAPP
91026-60vVAPP
91026-60VAPP
91026-60VAPP
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STATE
MAIL

SERVICES

http://sms.dgs.virginia.gov
(804) 236-3592
StateMall@dgs.virginia.gov
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